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Al. Oracle-Invariant Attacks

Square Attack: The strongest Oracle-Invariant examples
are generated using the Square attack [2]. As shown in
Fig[Ad] these are Oracle-Invariant since this is a query-
based attack and does not use gradients from any model for
attack generation. However this attack uses 5000 queries,
and is a computationally expensive attack. Hence this at-
tack cannot be used for adversarial training, although it is
one of the best attacks for evaluations. We note that reduc-
ing the number of queries makes it computationally effi-
cient, however it also reduces the effectiveness of the attack
significantly.

PGD based Attacks: While the most efficient attack that is
widely used for adversarial training is the PGD 10-step at-
tack, it cannot be used for the generation of Oracle-Invariant
samples as adversarially trained models have perceptually
aligned gradients, and tend to produce Oracle-Sensitive
samples. Therefore, we explore some variants of the PGD
attack to make the generated perturbations Oracle-Invariant.
We denote the Cross-Entropy loss on a data sample x with
ground truth label y using Lo g(x, y). We explore the addi-
tion of regularizers to the Cross-Entropy loss weighted by
a factor of Ax in each case. The value of \x is chosen
as the minimum value which transforms the PGD attacks
from Oracle-Sensitive to Oracle-Invariant. This results in
the strongest possible Oracle-Invariant attacks.
Discriminator based PGD Attack: We train a discrim-
inator to distinguish between Oracle-Invariant and Oracle-
Sensitive adversarial examples, and further maximize the
below loss for the generation of Oracle-Invariant attacks:

Lcr(x,y) — Apisc - LecE(Z, Ol) (A1)

Here Lpcr(Z,0]) is the Binary Cross-Entropy loss of
the adversarial example & w.r.t. the label corresponding to
an Oracle-Invariant (OI) attack. We train the discriminator
to distinguish between two input distributions; the first cor-
responding to images concatenated channel-wise with their
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Figure Al. Square attack: Adversarially attacked images (b, c,
d, f) and the corresponding perturbations (e, g) for various {o
bounds generated using the gradient-free random search based at-
tack Square [2]. The clean image is shown in (a). Attacks are gen-
erated from a model trained using the proposed Oracle-Aligned
Adversarial Training (OA-AT) algorithm on CIFAR-10. Predic-
tion of the same model is printed above each image.

respective Oracle-Sensitive perturbations, and a second dis-
tribution where perturbations are shuffled across images in
the batch. This ensures that the discriminator relies on the
spatial correlation between the image and its corresponding
perturbation for the classification task, rather than the prop-
erties of the perturbation itself. The attack in Eq[AT] there-
fore attempts to break the most salient property of Oracle-
Sensitive attacks, which is the spatial correlation between
an image and its perturbation.

LPIPS based PGD Attack:  We propose to use the
Learned Perceptual Image Patch Similarity (LPIPS) mea-
sure for the generation of Oracle-Sensitive attacks, as it is
known to match well with perceptual similarity [24] [13].
As shown in Fig[A2] while the standard AlexNet model
that is used in prior work fails to distinguish between
Oracle-Invariant and Oracle-Sensitive samples, an adversar-
ially trained model is able to distinguish between the two
types of attacks effectively. In this plot, we consider at-
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Figure A2. LPIPS distance between clean and adversarially per-
turbed images. Attacks generated from PGD-AT [14} [15] model
(Oracle-Sensitive) and Normally Trained model (Oracle-Invariant)
are considered. (a) PGD-AT ResNet-18 model is used for compu-
tation of LPIPS distance (b) Normally Trained AlexNet model is
used for computation of LPIPS distance. PGD-AT model based
LPIPS distance is useful to distinguish between Oracle-Sensitive
and Oracle-Invariant attacks.

tacks generated from a PGD-AT [14}[15] model (Fig.1(c-e)
of the main paper) as Oracle-Sensitive attacks, and attacks
generated from a Normally Trained model (Fig.1(h) of the
main paper) as Oracle-Invariant attacks. We therefore pro-
pose to minimize the LPIPS distance between the natural
and perturbed images, in addition to the maximization of
Cross-Entropy loss for attack generation as shown below:

ﬁCE(IZ?, y) — /\LPIPS . LPIPS (I, f) (AZ)

We choose A pips as the minimum value that transforms
the PGD attack from Oracle-Sensitive to Oracle-Invariant
(OI), to generate strong OI attacks. This is further fine-
tuned during training to achieve the optimal robustness-
accuracy trade-off. As shown in Fig setting Apprps to
1 changes adversarial examples from Oracle-Sensitive to
Oracle-Invariant, as they look similar to the correspond-
ing original images shown in Fig[A3|a). This can be ob-
served more distinctly at perturbation bounds of 24/255 and
32/255. The perturbations in Figc) are smooth, while
those in (e) and (g) are not. This shows that the addition of
the LPIPS term helps in making the perturbations Oracle-
Invariant. Very large coefficients of the LPIPS term make
the attack weak as can be seen in Fig@f, j» m) where the
model prediction is same as the true label. We therefore
set the value of A\ prps to 1 to obtain strong Oracle-Invariant
attacks.

As shown in Table{AT] while we obtain the best results
using the LPIPS based PGD attack for training (E1), the
use of discriminator based PGD attack (E6) also results in a
better robustness-accuracy trade-off when compared to E2,
where there is no explicit regularizer to ensure the genera-
tion of Oracle-Invariant attacks.

Evaluation of the proposed defense against Oracle-
Invariant Attacks: We compare the performance of the
proposed defense OA-AT with the strongest baseline AWP

[22] against the two proposed Oracle-Invariant attacks,
LPIPS based attack and Discriminator based attack in
Fig[A4] (a) and (b) respectively. We vary the coefficient
of the regularizers used in the generation of attacks, Ap;sc
(EqIAT) and Arpps (Eq[A2) in each of the plots. As we
increase the coefficient, the attack transforms from Oracle-
Sensitive to Oracle-Invariant. The proposed method (OA-
AT) achieves improved accuracy when compared to the
AWP [22] baseline.

A2. Details on the Datasets used

We evaluate the proposed approach on the CIFAR-10
and CIFAR-100 [12] datasets. The two datasets consist
of RGB images of spatial dimension 32x32, and contain
10 and 100 distinct classes respectively. CIFAR-10 is the
most widely used benchmark dataset to perform a compara-
tive analysis across different adversarial defense and attack
methods. CIFAR-100 is a challenging dataset to achieve
adversarial robustness given the large number of diverse
classes that are interrelated. Each of these datasets consists
of 50,000 training images and 10,000 test images. We split
the original training set to create a validation set of 1,000
images in CIFAR-10 and 2,500 images in CIFAR-100. We
ensure that the validation split is balanced equally across all
classes, and use the remaining images for training. To en-
sure a fair comparison, we use the same split for training the
proposed defense as well as other baseline approaches. For
both datasets, we consider the /., threat model of radius
8/255 to be representative of imperceptible perturbations,
that is, the Oracle label does not change within this set. Fur-
ther, we consider the /., threat model of radius 16/255 to
investigate robustness within moderate magnitude perturba-
tion bounds.

A3. Details on Training

The algorithm for the proposed method as explained in
Sec.4 (main paper) is presented in Algorithm{AT] We use
a varying € schedule and start training on perturbations of
magnitude ¢ = 4/255. This results in marginally better per-
formance when compared to ramping up the value of € from
0 (E8 of Table{AT). For CIFAR-10 training on ResNet-18,
we set the weight of the adversarial loss L4, in L21 of
Alg[AT] (8 parameter of TRADES [23]]) to 1.5 for the first
three-quarters of training, and then linearly increase it from
1.5 to 3 in the moderate perturbation regime, where ¢ is
linearly increased from 12/255 to 16/255. In this moder-
ate perturbation regime, we also linearly increase the coeffi-
cient of the LPIPS distance (Alg L17) from O to 1, and
linearly decrease the o parameter used in the convex com-
bination of softmax prediction (Alg[AT] L14) from 1 to 0.8.
This results in a smooth transition from adversarial training
on imperceptible attacks to attacks with larger perturbation
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Figure A3. Oracle-Invariant adversarial examples generated using the LPIPS based PGD attack in Eq[AZ] across various perturbation
bounds. White-box attacks and predictions on the model trained using the proposed OA-AT defense on the CIFAR-10 dataset with ResNet-
18 architecture are shown: (a) Original Unperturbed image, (b, h, k) Adversarial examples generated using the standard PGD 10-step
attack, (d, f, i, j, 1, m) LPIPS based PGD attack generated within perturbation bounds of 16/255 (d, f), 24/255 (i, j) and 32/255 (1, m) by
setting the value of Appips to 1 and 2, (c, e, g) Perturbations corresponding to (b), (d) and (f) respectively.
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Figure A4. Comparison of the proposed model with the best base-
line, AWP [22] trained on CIFAR-10 with ResNet-18 architec-
ture, against attacks of varying strength and Oracle sensitivity con-
strained within perturbation bound of ¢ = 16/255. (a) LPIPS
based regularizer, and (b) Discriminator based regularizer are used
for generating Oracle-Invariant attacks respectively. As the co-
efficient of the regularizer increases, the attack transforms from
Oracle-Sensitive to Oracle-Invariant. The proposed method (OA-
AT) achieves improved accuracy compared to AWP.

bounds. We set the weight decay to Se-4.

For all our experiments, we use the cosine learning rate
schedule with 0.2 as the maximum learning rate. We use
SGD optimizer with momentum of 0.9, and train for 110
epochs. We compute the LPIPS distance using an exponen-
tial weight averaged model with 7 = 0.995. We note from
Table{AT] that the use of weight-averaged model results in
better performance when compared to using the model be-
ing trained for the same (ES5). This also leads to more stable
results across reruns.

We utilise AutoAugment [[7] for training on CIFAR-100,

and for CIFAR-10 training on large model capacities. We
apply AutoAugment with a probability of 0.5 for CIFAR-
100, and for the CIFAR-10 model trained on ResNet-34.
Since the extent of overfitting is higher for large model ca-
pacities, we use AutoAugment with p = 1 on WideResNet-
34-10. While the use of AutoAugment helps in overcoming
overfitting, it could also negatively impact robust accuracy
due to the drift between the training and test distributions.
We observe a drop in robust accuracy on the CIFAR-10
dataset with the use of AutoAugment (E11, E12 in Table-
@, while there is a boost in the clean accuracy. On similar
lines, we observe a drop in robust accuracy on the CIFAR-
100 dataset as well, when we increase the probability of ap-
plying AutoAugment from 0.5 (E11 in Table{AT) to 1 (E12

in Table{AT).

To investigate the stability of the proposed approach, we
train a ResNet-18 network multiple times by using differ-
ent random initialization of network parameters. We ob-
serve that the proposed approach is indeed stable, with stan-
dard deviation of 0.167, 0.115, 0.180 and 0.143 for clean
accuracy, GAMA PGD-100 accuracies with ¢ = 8/255
and 16/255, and accuracy against the Square attack with
e = 16/255 respectively over three independent training
runs on CIFAR-10. We also observe that the last epoch
is consistently the best performing model for the ResNet-
18 architecture. Nonetheless, we still utilise early stopping
on the validation set using PGD 7-step accuracy for all the
baselines to enable a fair comparison overall.



Table Al. CIFAR-10, CIFAR-100: Ablation experiments on ResNet-18 architecture to highlight the importance of various aspects in the
proposed defense OA-AT. Performance (%) against attacks with different € bounds is reported.

‘ CIFAR-10 ‘ ‘ CIFAR-100

GAMA | GAMA Square GAMA | GAMA Square
Method Clean | ¢1255) | (16/255) (16/255)| 1™ | (8/255) | (16/255) (16/255)
E1: OAAT (Ours) 80.24 51.40 22.73 31.16 60.27 26.41 10.47 14.60
E2: LPIPS weight =0 78.47 50.60 24.05 31.37 58.47 25.94 10.91 14.66
E3: Alpha=1 79.29 50.60 23.65 31.23 58.84 26.15 10.97 14.89
E4: Alpha = 1, LPIPS weight =0 77.16 50.49 24.93 32.01 57.77 25.92 11.33 15.03
ES: Using Current model (without WA) for LPIPS 80.50 50.75 22.90 30.76 59.54 26.23 10.50 14.86
E6: Using Discriminator instead of LPIPS (OI Attack) 80.56 50.75 22.13 31.17 58.84 26.35 10.64 14.82
E7: Without 2*eps perturbations for AWP 79.96 50.50 22.61 30.60 60.18 26.27 10.15 14.20
E8: Increasing epsilon from the beginning 80.34 50.77 22.57 30.80 60.51 26.34 10.37 14.61
E9: Maximizing KL div in the AWP step 81.19 49.77 21.17 29.39 59.48 25.03 7.93 13.34
E10: Without AutoAugment 80.24 51.40 22.73 31.16 58.08 25.81 10.40 14.31
E11: With AutoAugment (p=0.5) 81.59 50.40 21.59 30.84 60.27 26.41 10.47 14.60
E12: With AutoAugment (p=1) 81.74 48.15 18.92 28.31 60.19 25.32 9.24 13.78

Table A2. CIFAR-10: Performance (%) of the proposed defense OA-AT against attacks with different € bounds, when compared to the
following baselines: AWP [22]], EXAT [16]], TRADES [23], ATES [17]], PGD-AT [14] and FAT [1]]. AWP [22] is the strongest baseline.
The first partition shows defenses trained on £ = 16/255. Training on large perturbation bounds results in very poor Clean Accuracy. The
second partition consists of baselines tuned to achieve clean accuracy close to 80%. These are sorted by AutoAttack accuracy [6] (AA
8/255). The proposed defense achieves significant gains in accuracy across all attacks.

Attack ¢ FGSM (BB) R-FGSM GAMA AA

FGSM (BB) R-FGSM GAMA Square

FGSM (BB) R-FGSM GAMA Square

Method (Training) | 170 | (8255)  (8/255) (8/255) (8255)| (12/255) (12/255) (12/255) (12/255)| (16/255) (16/255) (16/255) (16/255)
TRADES 16/255 |75.30 | 7326 5310 3564 3502 | 7213 4427 2024 3001 | 7076 3699 1010 1887
AWP 16/255 | 71.63 | 6971 5453 4085 4055 | 6865 4713 2706 3442 | 6742 4089 1592 2416
PGD-AT 16/255 | 64.93 | 6365 5547 4666 4621 | 62381 5105 3695 4053 | 6170 4640 2673 3225
FAT 160255 | 7527 | 7344 6025  47.68 4734 | 7222 5317 3431 3979 | 7073 4688 2293 2947
ExAT+AWP | 16/255 |7528| 7327 60.02  47.63 4746 | 7181 5238 3442 3962 | 7047 4539 2261 2879
ATES 16/255 | 66.78 | 65.60 5679 47.89 4752 | 6464 SL71 3747 4207 | 6375 4728 2650 3255
EXAT+PGD | 16/255 | 72.04| 7068 5999 4924 4880 |  69.66 5396 3668 4193 | 6804 4837 2301 3021
FAT 12/255 |80.27 | 77.87 6146 4542 4513 | 76.69 5233 2908 3671 | 7479 4456 1618  24.59
FAT 8/255 |84.36| 8220 6406 4841 48.14 | 8032 5541 2939 3948 | 78.13 4750 1518 25.07
ATES 8/255 |84.29| 8239 6566 49.14 4856 | 80.81 5559 2936 4068 | 7848 4703 1470 2588
PGD-AT 8255 |81.12| 78.94 6348  49.03 4858 | 77.19 5442 3084 4082 | 7437 4628 1577 2647
PGD-AT 10255 | 79.38 | 77.89 6278 4928 48.68 |  76.60 5476 3240 4146 | 7475 4746 1818 2829
AWP 107255 |80.32 | 77.87 6233 4906 4889 | 7633 5383 3288 4027 | 7413 4551 19017 27.56
ATES 10255 | 80.95 | 7922 6395 4957 49.02 | 7177 5537 3244 4221 | 7551 4812 1836 29.07
TRADES 8/255 |80.53| 7858 6360  49.63 4942 | 7720 5548 3332 4094 | 75.05 4792 1927 2782
EXAT+PGD | 11255 |80.68 | 79.07 6358 5006 4952 | 7798 5592 3247 4110 | 7612 4837 1781  27.23
ExAT+ AWP | 10/255 |80.18 | 78.04 6315 4987 49.69 | 7634 5464 3351 4104 | 7437 4654 2004 2840
AWP 8/255 |8047| 7822 6332 5006 49.87 | 76388 5461 3347 4105 | 7442 4616 1966 285l
OA-AT (Ours) | 16/255 |80.24 | 7854 6500 5140 50.88 | 7734  57.68 3601 4320 | 7572  5L13 2273 3116
Gain w.r.t. AWP 0.23 +0.32 +1.68 +1.34 +1.01 +0.46 +3.07 +2.54 +2.15 +1.30 +4.97 +3.07 +2.65
A3.1. Ablation Study lar trend by setting the value of « to 1 as shown in E3, and

In order to study the impact of different components of
the proposed defense, we present a detailed ablative study
using ResNet-18 models in Table{AT] We present results on
the CIFAR-10 and CIFAR-100 datasets, with E1 represent-
ing the proposed approach. First, we study the efficacy of
the LPIPS metric in generating Oracle-Invariant attacks. In
experiment E2, we train a model without LPIPS by setting
its coefficient to zero. While the resulting model achieves
a slight boost in robust accuracy at ¢ = 16/255 due to
the use of stronger attacks for training, there is a consid-
erable drop in clean accuracy, and a corresponding drop in
robust accuracy at ¢ = 8/255 as well. We observe a simi-

by combining E2 and E3 as shown in E4. We note that E4
is similar to standard adversarial training, where the model
attempts to learn consistent predictions in the € ball around
every data sample. While this works well for large ¢ attacks
(e = 16/255), it leads to poor clean accuracy as shown in
the first partition of Table{A2]

As discussed in Sec.4 (main paper), we maximize loss on
x; + 2 - §; (where 9; is the attack) in the additional weight
perturbation step. We present results by using the standard
¢ limit for the weight perturbation step as well, in E7. This
leads to a drop across all metrics, indicating the importance
of using large magnitude perturbations in the weight pertur-
bation step for producing a flatter loss surface that leads to



Table A3. CIFAR-100: Performance (%) of the proposed defense OA-AT against attacks with different € bounds, when compared to the
following baselines: AWP [22]], EXAT [16]], TRADES [23], ATES [17]], PGD-AT [14] and FAT [1]]. AWP [22] is the strongest baseline.
The baselines are sorted by AutoAttack accuracy [6] (AA 8/255). The proposed defense achieves significant gains in accuracy against the
strongest attacks across all € bounds. Since the proposed defense uses AutoAugment [7] as the augmentation strategy, we present results

on the strongest baseline AWP [22] with AutoAugment as well.

Method ‘ Attack Clean ‘ FGSM (BB) R-FGSM GAMA AA |FGSM (BB) R-FGSM GAMA Square | FGSM (BB) R-FGSM GAMA Square

(Training) (8255)  (8/255) (8/255) (8255)| (12/255) (12/255) (12/255) (12/255)| (16/255) (16/255) (16/255) (16/255)

FAT 8/255 56.61 52.10 34.76 2336 2320 49.54 27.77 13.96 18.21 46.01 22.52 8.30 11.56
TRADES 8255 |5827| 5433 3620 2367 2347 | 5164 2855 1388 1846 | 4846 2278 831 1189
PGD-AT 8/255 57.43 53.71 37.66 2481 2433 50.90 30.07 13.51 19.62 4743 23.18 7.40 11.64
ATES 8255 |5754| 5362 3705 2508 2472 | 5084 2008 1375 1942 | 4735 2289 759 1140
ExAT-PGD 9/255 57.46 53.56 38.48 2525 2493 51.43 30.60 15.12 20.40 48.15 24.21 8.37 12.47
EXAT-AWP 10255 | 5776 | 5346 3784 2555 2527 | 5042 3039 1498 1972 | 4699 2448 907 1268
AWP 8/255 58.81 54.13 37.92 25.51 2530 50.72 30.40 14.71 19.82 46.66 23.96 8.68 12.44
AWP (with AutoAug.) 8255 |59.88| 5562 39.10 2581 2552 | 5275 3111 1480 2024 | 4944 2499 872 1280
OA-AT (Ours) (with AutoAug,)| 16255 | 60.27| 5627 4024 2641 2600 | 5386 3378 1628 2147 | SLII 2802 1047 1460
Gain w.r.t. AWP (with AutoAug.) +0.39 1+0.6. +1.14 +0.60 +0.48 +1.11 +2.67 +1.48 +1.23 +1.67 +3.03 +1.75 +1.80

Algorithm A1 Oracle-Aligned Adversarial Training Ad. Detailed Results

1: Input: Deep Neural Network fp with parameters 6,
Training Data {x;,y;}},, Epochs T, Learning Rate
7, Perturbation budget €,,,,, Adversarial Perturbation
function A(zx,y, ¢, ) which maximises loss ¢

2: for epoch = 1to T do

3: &= max{emaz/4, Emax - €poch/T}
4. fori=1to M do
5: 0; ~ U(—min(g, €maz/4), min(g, €42/4))
6: if£<3/4 emna. then
7: t="Lop(fo(zi+6i),yi)
8: 0; = A(aji,yi,é,g)
9: Ladv =KL (f@(mz + 5Z)Hf0(mz))
10: else if 7 % 2 = 0 then
1 t="Lop(folwi+ 6i), yi)
12: (Sl = 14(1’17 Yis & 1.5- 5max)
13: b = Hm(&,g)
14: Loaw = KL (fg(iCZ + 51) H
a fg(xz) + (1 - Oé) . fg(l‘z + (51) )
15: else
16: 5ZNU(*g,g)
17: = Lop(fo(wi+0:),y:) — LPIPS (2, 25 + 6;)
18: g, = A(aji,yi,é,g)
19: Ladv =KL (fe(mz + 5Z)Hf0(mz))
20: end if
21: L ="tlcr(fo(xi),yi) + Lado

22: 0=0—n-VgL
23:  end for
24: end for

better generalization to the test set. Different from the stan-
dard TRADES formulation, we maximize Cross-Entropy
loss for attack generation in the proposed method. From
E9 we note that the use of KL divergence leads to a drop
in robust accuracy since the KL divergence based attack is
weaker. This is consistent with the observation by Gowal et
al. [9].

In Tables{A2] and [A3] we present results of different
defense methods such as AWP-TRADES [22], TRADES
[23], PGD-AT [14], ExAT [16], ATES [17] and FAT [1]],
evaluated across a wide range of adversarial attacks. We
present evaluations on the Black-Box FGSM attack [8] and
a suite of White-Box attacks, on ¢, constraint sets of dif-
ferent radii: 8/255, 12/255 and 16/255. The white-box
evaluations consist of the single-step Randomized-FGSM
(R-FGSM) attack [21]], the GAMA PGD-100 attack [18]]
and AutoAttack [6], with the latter two being amongst
the strongest of attacks known to date. Lastly, we also
present evaluations on the Square attack [2] for e = 12/255
and 16/255 in order to evaluate performance on Oracle-
Invariant samples at large perturbation bounds.

CIFAR-10: To enable a fair comparison of the pro-
posed approach with existing methods, we present com-
prehensive results of various defenses trained with differ-
ent attack strengths in Table{A2] In the first partition of
the table, we present baselines trained using attacks con-
strained within an £, bound of 16/255. While these mod-
els do achieve competitive robustness on adversaries of at-
tack strength ¢ = 8/255, 12/255 and 16/255, they achieve
significantly lower accuracy on clean samples which limits
their use in practical scenarios. Thus, for better comparative
analysis that accounts for the robustness-accuracy trade-off,
we present results of the existing methods with hyperpa-
rameters and attack strengths tuned to achieve the best ro-
bust performance, while maintaining clean accuracy close
to 80% as commonly observed on the CIFAR-10 dataset
on ResNet-18 architecture, in the second partition of Table-
[A2] We observe that the proposed method OA-AT con-
sistently outperforms other approaches on all three metrics
described in Sec.3.3 (main paper), by achieving enhanced
performance at ¢ = 8/255 and 16/255, while striking a
favourable robustness-accuracy trade-off as well. The pro-
posed defense achieves better robust performance even on
the standard /., constraint set of 8/255 when compared to
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Figure AS5. Accuracy and Loss plots on a 1000-sample class-balanced subset of the respective test-sets of CIFAR-10 and CIFAR-100
datasets. (a, ¢) Plots showing the trend of Accuracy (%) against PGD-7 step attacks across variation in attack perturbation bound (¢) on
CIFAR-10 and CIFAR-100 datasets with ResNet-18 architecture. As the perturbation bound increases, accuracy against white-box attacks
goes to 0, indicating the absence of gradient masking [3]] (b, d) Plots showing the variation of Cross-Entropy Loss on FGSM attack [§]]
against variation in the attack perturbation bound (¢) on CIFAR-10 and CIFAR-100 datasets. As the perturbation bound increases, loss

increases linearly, indicating the absence of gradient masking [3]

existing approaches, despite being trained on larger pertur-
bations sets.

CIFAR-100: In Table{A3] we present results on mod-
els trained on the highly-challenging CIFAR-100 dataset.
Since this dataset contains relatively fewer training images
per class, we seek to enhance performance further by incor-
porating the augmentation technique, AutoAugment [7,[19].
To enable fair comparison, we incorporate AutoAugment
for the strongest baseline, AWP [22] as well. We observe
that the proposed method consistently performs better than
existing approaches by significant margins, both in terms
of clean accuracy, as well as robustness against adversarial
attacks conforming to the three distinct constraint sets. Fur-
ther, this also confirms that the proposed method scales well
to large, complex datasets, while maintaining a consistent
advantage in performance compared to other approaches.

AS. Gradient Masking Checks

As discussed by Athalye et al. [3l], we present various
checks to ensure the absence of Gradient Masking in the
proposed defense. In Fig[A3]a,c), we observe that the accu-
racy of the proposed defense on the CIFAR-10 and CIFAR-
100 datasets monotonically decreases to zero against 7-step
PGD white-box attacks as the perturbation budget is in-
creased. This shows that gradient based attacks indeed serve
as a good indicator of robust performance, as strong adver-
saries of large perturbation sizes achieve zero accuracy, in-
dicating the absence of gradient masking. In Fig[A5|b,d),
we plot the Cross-Entropy loss against FGSM attacks with
varying perturbation budget. We observe that the loss in-
creases linearly, thereby suggesting that the first-order Tay-
lor approximation to the loss surface indeed remains effec-
tive in the local neighbourhood of sample images, again in-
dicating the absence of gradient masking.

We verify that the model achieves higher robust accuracy

Table A4. Evaluation against various attacks with a perturba-
tion bound of ¢ = 8/255 on CIFAR-10: Performance (%) of the
proposed defense OA-AT against various attacks (sorted by Robust
Accuracy) to ensure the absence of gradient masking. Includes
5000-queries of Square attack.

Attack | No. of Steps No. of restarts | Robust Accuracy (%)
AutoAttack’ [6] 100 20 50.88
GAMA-MT [18] 100 5 50.90
ODS (98 +2 steps) [20] 100 100 50.94
MDMT attack [11] 100 10 51.19
Logit-Scaling attack [41[10] 100 20 51.26
GAMA-PGD [18 100 1 51.40
MD attack [11} 100 1 51.47
PGD-50 (1000 RR) [T4] 50 1000 55.37
PGD-1000 [14] 1000 1 56.15

against weaker Black-box attacks, as compared to strong
gradient based attacks such as GAMA or AutoAttack in
Tables{A2[A3] We also observe that adversaries that con-
form to larger constraint sets are stronger than their coun-
terparts that are restricted to smaller epsilon bounds, as ex-
pected.

In Table{A4] we perform exhaustive evaluations using
various attack techniques to further verify the absence of
gradient masking. In addition to AutoAttack [6] which in
itself consists of an ensemble of four attacks- AutoPGD
with Cross-Entropy and Difference-of-Logits loss, the FAB
attack [S] and Square Attack [2]], we present evaluations
against strong multi-targeted attacks such as GAMA-MT
[18] and the MDMT attack [[11]] which specifically target
other classes during optimization. We also consider the un-
targeted versions of the latter two attacks, the GAMA-PGD
and MD attack respectively. We also present robustness
against the ODS attack [20] with 100 restarts, which diversi-
fies the input random noise based on the output predictions
in order to obtain results which are less dependent on the
sampled random noise used for attack initialization. Next,
the Logit-Scaling attack [4} [LO] helps yield robust evalua-
tions that are less dependent on the exact scale of output



logits predicted by the network, and is seen to be effective
on some defenses which exhibit gradient masking. How-
ever, we observe that the proposed method is robust against
all such attacks, with the lowest accuracy being attained on
the AutoAttack ensemble.

Furthermore, we evaluate the model on PGD 50-step at-
tack run with 1000 restarts. The robust accuracy saturates
with increasing restarts, with the final accuracy still being
higher than that achieved on AutoAttack. Lastly, we ob-
serve that the PGD-1000 attack is not very strong, confirm-
ing that the accuracy does not continually decrease as the
number of steps used in the attack increases. Thus, we ob-
serve that the proposed approach is robust against a diverse
set of attack methods, thereby confirming the absence of
gradient masking and verifying that the model is truly ro-
bust.
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