Backdoor Learning Curves: Explaining Backdoor Poisoning Beyond Influence Functions
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Backdoor Poisoning Backdoor Learning Slope Backdoor Learning Slope for Hyperparameter Tuning
Goal: Forcing a model to predict an attacker-chosen class when presented To quantify how fast a classifier can learn a backdoor, we define the backdoor | | Depending on the target classifier, difierent hyperparameters can impact
a specific trigger at test time, by injecting poisoning samples during training learning slope, which measures how fast the classifier learns to classify the| | backdoor learning. For example, the complexity of RBF SVM is influenced not
backdoor samples correctly. only by C but also by the kernel hyperparameter ().
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Backdoor Learning Curves Dataset: CIFAR-10; Classifier: SVM with RBF kernel, ¥ =1e-04. These tables shows that low-complexity classifiers (corresponding to small C
| | | Low complexity: C=0,01 ; High complexity: C=10. and V) have good performance on clean samples, while being robust to
Goal: to provide a framework that allows studying how much difterent factors | | Trigger size = 8x8 (16x16) first (second) row. backdoor poisoning, allowing us to choose convenient hyperparameters.
Impact the classifiers' ability to learn backdoors. _ _ _
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Then, we gradually increase B from O to 1, creating a curve that shows the é 1.00 =t We proposed a framework that allows studying the vulnerability to backdoors.
behavior of the classifier on the test samples as a function of (3. g =12 " e f;TO;)2=o.z We identified three factors influencing backdoors’ effectiveness, namely:
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The faster this curve decreases, the easier the target model is backdoored. 0.25 0.5 (i) the fraction of backdoor samples in the training set
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